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Abstract
This paper proposes measures for evaluating the security of a system as it relates to user activities at the
network interface domain. The security measures focuses on the security of the collection of systems
connected.  The work proposes the fact that the security of such a collection of systems can be evaluated
by comparing the cost of a productive attack on the user or at the user interface domain to its value.  The
cost of attack to the user or through the user interface can be estimated in terms of the efforts to the
attacker.  Also by calculating how much the attacker’s productivity reduces the cost of subsequent attacks,
the value can be evaluated. It also demonstrates how the attacker productive attacks against one interface
decreases the cost of attack against other interface in the network.  The paper also proposes application
areas of the proposed model.
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1.0 Introduction

The increase in computing and networking expansion
as well as increases in threats has enhanced the need
to perpetually manage network security within an
organization. A survey by the Federal Bureau of
Investigation [FBI] suggested that 40% of
organizations surveyed claimed that system
penetrations from outside their organization have
increased from the prior year by 25% (see Deborah
et al. 2004). Therefore, the Federal Network
security Management Act of 2002 was put into place
for the purposes of protecting network information
and systems from unauthorized access, use,
disclosure, disruption, modification, or destruction
in order to provide integrity, confidentiality, and
availability of information. The government has a
network security responsibility ranging from
protecting intelligence information to issuing social
security numbers for each citizen. Private industry
must also be concerned with network security as it
is vital for the livelihood of any company to protect
customer’s personal resources along with the
management of each company’s supply chain (Olivia
2003). Earlier research identified the presence of
user security vulnerability to the security of network
systems, with password issues being the second most
likely user security vulnerability factor to affect the
network system (Peter 1989).   The significance of

this is enhanced when realizing that passwords are
the primary source of user authentication for the
majority of personal and private network systems.

2.0 Related Work

2.1 User Interface

The users interface provides the elements one needs
to enter a data into the computer, or to communicate
with the computer.   It is the part of the software that
the user interacts with.  How a user interacts with a
system also depends on the user interface. There
are different kinds of user interfaces (Vertegaal
2003). Due to its major functionality, it is one of the
most highly susceptible points of attacks.

2.2 Network security

Network security involves making information
accessible to those who need the information, while
maintaining integrity and confidentiality. The three
categories that are used to classify network security
risks are confidentiality, integrity, and accessibility
or availability of information (Wood and Banks
1993). A security breach in confidentiality is defined
as sources not intended to have knowledge of the
information have been provided with this knowledge.
An example of this category would be sending
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sensitive data to the wrong person (see Gaber et al.
1997).

A security breach in integrity is an incident where
there is an unauthorized or incorrect change made
to an information source. A security breach in
accessibility occurs when either access for those
entitled to a system is denied or access is given to
those who are not authorized to access the system
(see Computer Emergency Response Team 1997).
An example of this category would be an authorized
user of a system who is unable to access a system
due to forgetting the password. Therefore, a user
error security incident is defined as any user error-
related event that compromises information as
defined by the above categories (see Carstens and
McCauley-Bell 2000).

A research carried out by the U.S. Department of
Homeland Security 2002 suggested that user error
has been indicated as the primary factor causing up
to 52% of corporate information damage due to
network security incidents. In the past, the
information technology community has focused
extreme attention on reducing or eliminating the risk
of malicious outsiders invading company proprietary
information databases (Deborah et al. 2004).
However, research has indicated that user error
makes up as much as 65% of incidents causing
economic loss for a company and that only 3% or
less of the time are security incidents caused by
external threats such as computer hackers.  Although,
external malicious attacks can be costly to
organizations, these intentional acts causing security
breeches are among the lowest risk of network
security incidents (Lewis 2003).There is only a
minimal effort to address the user factors issues or
user security vulnerabilities in network security which
is among the highest risk of network security incidents
(Carstens et al. 1992).

Earlier research by one of the authors identified the
following categories of network security related user
errors (see Carnegie Mellon Computer Emergency
Response Team 2004): configuration errors,
password issues, incorrect access, input errors, not
following procedures, insecure program[s],
workload issues, ignorance, and failure to upgrade.
This research also indicated that the results of these
user error problems resulted in a compromise in

integrity of information, distribution of improper,
inaccurate, or confidential information, inability to
deliver services, network system interruption,
significant economic loss, and loss of life. There were
many key user error problems also identified such
as a lack of inadequate training, lack of awareness
regarding the importance of data and the associated
risks for insecure behavior, time pressures [stress
and overload on users and system administrators],
lack of responsibility/accountability felt by users [for
example, disabling a virus protection program
because it slows down their computer], employees
sharing internal data to external groups, lack of
checks/balances (Deborah et al. 2004) etc. Carstens
and McCauley-Bell 2000 identified several activities
which may mitigate the risks of user error consisting
of training, automating system functions, increasing
accountability perceived by the user, reminders of
prominent risks, increasing staffing levels, and having
a defined security policy.

In an effort to reduce the risk of security breaches
due to user behavior or the user interface
vulnerability, a model is proposed to evaluate user
role in the security of a network system.

3.0 The Problem

i. The Attacker

The reliance on interconnected systems and
electronic data has increased the risks of fraud,
inappropriate disclosure of sensitive data, and
disruption of critical operations and services by
attackers.   The productive attacker obtains the
identity of the victim node. That is, he gains the ability
to appear as that node to other nodes in the
network. While under the compromised identity, the
attacker is accorded all the trust and tolerance that
would be accorded to the victim.  At a minimum,
this is the tolerance that would be accorded to any
member of the network or community. Historically
the network has been both orderly and trusting. Most
of the behavior has been orderly. In part because of
this and in part because the network was new and
small, users have been tolerant of eccentric behavior
on the part of other users. They have also been
accommodating and helpful to other members of the
community (Hellman 1997).
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Therefore, simply being able to act under the identity
of a legitimate member of the community is helpful
to an attacker. At the most, the attacker may gain all
of the privileges and trust accorded to the most
privileged and trusted administrator (Murray and
Farrell 2006)

However to gain the greatest benefits from electronic
exchange of information, organizations must take the
risk of allowing at least limited access to their systems.
The problem is how to balance access with security,
without wasting limited financial and human resource.

ii. An Attack

An attack is an attempt to obtain any service illegally
which is not normally authorized. It will usually include
one or more attempts to logon to the system. Each
trial or associated group of trials may be modeled
or evaluated separately.

iii. Valuable Resource Accessed

The more valuable a data is the more the attacks
and the more the enhanced attacker’s techniques.
It is even more intensifying if the data is on a wider
scope i.e. in a network. Thus, the more the attacker
can identify other systems having access to the
information, the greater the value of a productive
attack against it. The initial, small amounts of
information do not yield much knowledge [or value].
As a critical mass of information is gathered, each
data provides an incremental value. When nearly all
the information has been captured, the incremental
benefit tapers off. Thus the more other systems
become vulnerable to attacks, the greater the value
of a productive attack against it by the attacker.

iv. Identity of the Information

The amount of information that the attacker gets from
coded data is, in part, a function of what he already
knows. While a bit is the amount of information that
reduces uncertainty by half, the recorded code of
that bit is valuable only if one is able to recognize,
i.e., identify, the bit.

v. Consequence of Networking on Security

According to Murray and Farrell 2006, all other

things remaining equal, the relative security of a
system goes down when it connects to any other
system. That is, the population of attackers with
connection goes up, the cost of attack goes down,
and the value of success goes up. The cost of attack
goes down because there is more capacity to be
used in the attack. The value of success goes up
because the value included in the target goes up by
the value of the connection to other targets.

4.0 Model Formulation

A mathematical model is formulated that incorporates
parameters for evaluating the security of a system
as it relates to user activities at the network interface
domain, taken into consideration the security
evaluation of the user/user interface, time frame for
an attack, attack cost, productive attack and an
unproductive attack.  Table 1 gives the explanations
of the state variables and parameters used in the
mathematical formulation.

4.1 Determining the value of Productive
Attacks

In modeling the value of productive attack, one
makes three useful distinctions. First is to distinguish
that part of P

ev
, the estimated value of user resource

that is useful in directly lowering the cost of attack
against the user or user interface from any other
resources. For example, information about the user
or user password will lower the cost of attack
through that user interface (see Ives, Walse and
Schneider 2004), while otherwise very valuable
financial information will not. This latter data may
have fundamental value which adds to the
attractiveness as a target interface, but does not
impact the security of the system.

4.2 The Value of Attackers Achievement
[Productivity]

A productive attack gives the attacker access to
whatever capacity, paths, abstractions and recorded
data that are implemented in the user system. For
purposes of the model it is necessary to divide these
resources into those which reduce the cost of attack
against the user system and those which do not. The
former influences the security of the user system
while the latter may be basically valuable and
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influence the attacker’s propensity to attack this
particular user or attack through this user interface.
Modern systems include a number of procedures
that are intended to raise the cost of successive trials
(Murray and Farrell 2006), thus protective
procedures may not function the same on all trials.
These procedures are not intended as an
indestructible protection. Rather they are intended
to raise the cost of attack. Some of these procedures
include:
 Reducing the bandwidth of the server there-

by increasing the cost of successive trials
(Peter 1989).

 Setting an alert threshold at a specific
number of failed logon attempts for a given
user identity and then revoking that user
identity (Murray and Farrell 2006)

 Breaking the connection after a threshold
number of failed attempts, thus adding the
cost and delay of one connection to the next
trial.

Table 1: Symbols and their definitions

However, target-rich populations succeed in moving
the attacker to other targets with lower cost of attack.
The model must also account for special knowledge

Symbols Description / Explanation
Qin User interface, access point

 for attack
Ivr An valuable resource accessed 

thru Qin

Pev Estimated value of user resource
Clr User cost of losing resource 
Hca Cost of attacking User / user interface
Una The  number o f attacks before user

password is gotten
Tri Cost of tria ls
Int Individual tria ls
Dmt Dynamic mean time for attack. Which 

includes the password size to be logon 
through the user interface multip lied by 
the network bandwidth.

MaxN Maximum Number of retries allowed 
before the lin k is disengaged

Pdrawn of entry attempts allows before a password
 is account is withdrawn.

Sc Productive attack cost
m Attack iteration number
Ave Average number of trials
DelayC Delay cost associated with connecting /

reconnecting to through the user interface
WaTime Waiting time after a logon failed
Lcf linear cost factor
TM Time Frame of security evaluation

or experience available to the attacker.

4.3 Suppositions

In the model design the following supposition are
assumed:
 I

vr
is the valuable resources (i.e. information

contained in user database, password, a
potential, such as the ability to modify a
program or place a paid phone call; it may
be a connection or a path to a nearby
system; or it may be computing capacity).
Such as might be used to attack a nearby
system of the user which is the target of
attack, the product of productive attack, and
that which the owner desires to protect. I

vr

may be a secret, such as intelligence or a
password; a privilege or. For this purposes
it is monolithic. Since the system M is single
state, if the attacker has any part of I

vr
, the

attacker is assumed to have all of it.
 The model is restricted to activities taking

place in the user interface. The user interface
is that which any user sees when the system
is approached. It includes all of the services
that one can get with, or without, logging
on. It includes even those services that are
normally reserved to privileged users if they
are available at the same interface.

 P
ev

 and C
lr
 are related but not necessarily

equal. The value of I
vr

to an attacker may
not be the same as the cost of loss to its
owner.

 The cost of attack H
ca

is equal to the cost of
access and remains constant for all possible
attackers. This model can be expanded to
express the components of this cost, and its
distribution among attackers.

 The number of trials for success, e.g., half
the size of the logon space, is known and
constant; again, the model can be elaborated
to adjust for uncertainty here. Likewise, the
size of the space can be increased, within
limit, to compensate for increases in the
value of P

ev
(Abadi, Bharat and Marrais

1997 et al. 1997)
 However, all other things being equal, the

limit on the size of the space will ultimately
impose an upper limit on the value of P

ev
.

That is to say, since there are upper limit to
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the size of a password, there are effective
limit on the size of P

ev
.

 Attack is measured in time. The value that
the attacker places on his time is not equal
for all attackers.

 A single user / user interface is used for
generality and to make logon the only
security mechanism of relevance. Thus a
compromise of logon will result in a total
loss of P

ev
; no other compromise is

necessary. This choice is made to illustrate
the relationship between the cost of attack
and the resource.

4.3.1 Unproductive Attack

An attack on a user is unproductive if the cost of
attack is more than the value of user resource. i.e.

H
ca

 > P
ev

Thus an attacker will not attack a user if the value of
attack is less than the attack cost.

4.3.2 Productive Attack

An attack on a user is productive if the cost of
attacking the user is less than the value of the attack
i.e.

H
ca

 < P
ev

In that case if a user password is forgotten, an
attacker using the user system password will always
be fruitful.

4.3.3 User Completely Attacked

A user is declared completely attacked if the level
of productive attack continues indefinitely (Eran et
al. 1999) and the user refuses either to change the
password or the mode of using it.

4.3.4 Security Evaluation of User / User
Interface

The security estimation as it relates to the user
activities or the activities at the user interface
becomes:

H
ca

 = P
ev

4.3.5 Time Frame

For every activities performed in the system, timing

must be taken into consideration, for it is one of the
major factors that will aid in rectifying any insecure
instance in a system if it is detected on time. E.g. it
can help greatly if the time the attack was carried
was known if detected, it will help in knowing if the
attacker is restricted to some particular user domain.
The time frame of security evaluation [T

M
] thus

becomes:

H
ca

[T
M
].U

na
 [T

M
]  = P

ev
[T

M
]

4.3.6 Attack Cost

To derive the cost of attack in the network, will first
model the cost of individual trials. This cost will
include the cost to send a unit of coded data times
the number of units in the trial, plus the time required
to receive and evaluate the response (see Deborah
et al. 2004). Consequently the cost of attack is
defined as:

H
ca 

= A
ve

T
ri

Which is the cost of trial T
ri
 multiplied by the average

number of trials required for the attacker to be
productive.  The cost of a trial is a function of the
resources available to the attacker, knowledge,
coded information, and capacity. It is related to the
protective procedures in place. That is, a change in
the protective procedures may alter either the cost
of the trial or the expectation of success of the trial.
If the probability of the success of a trial is to remain
constant for the duration of the attack, then a simple
Bernouilli distribution can be used to calculate the
expected value of the number of attempts required
(Murray and Farrell 2006).
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It should be noted that for in an exhaustive attack
against a password, each trial reduces the size of
the remaining space and improves the probability of
success of the next trial, this is as a result of the fact
that a trial that does not yield success may yield
information that lowers the cost or improves the
chances of success for later trials.

Extending the model to reflect the variable costs T,
the cost of the attack is analyzed first, which is equal
to the sum of the individual trials, over the expected
number of attacks before compromising the user
password or before gaining access into the system
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through the user interface:





AveTri

m
mca IntH

0

It is presume that the major cost associated with an
attack is driven by the time required for the attack
and thus in calculating each Int

m
 value, a reflection

should be made on how the above cost escalating
techniques can be represented. It is also suitable if
the chance of detection is proportional to the duration
of the attacker’s attack.

A realistic cost formula can be formulated as:
Int

m
 =  { Lcf [[Dmt + WaTime]+[if [m mod

MaxN =0] then DelayC else 0]] if m <  Pdrawn
¥      if m ³ Pdrawn

Evidently if the  number of attacks before user
password is gotten, AveTriis greater than the number
of entry attempts allows before a password is
account is withdrawn, Pdrawn, then the individual
trial Int

m
 develop into infinity. This yield:

5. Model Application Areas

 The simple abstract machine and simple
security model provide a useful way to think
about security, i.e., relative rather than abso-
lute.

 It can assist in evaluating the role of the user
in the security of a network system.

 The model assists one to isolate some of
the unique properties that are essential for
the security of a system.

 The mathematical analysis can be improved
upon and used as tools for more research in
the areas of computer networking

6. Conclusion

The vulnerabilities inherent in many systems today
particularly at the user interface domain is a growing
problem which threatens to impose monetary losses
and shatter user’s confidence. Such attack on user
sensitive information is a highly profitable activity for

 
 


][

1

][

1
[][[

AveTriE

m

MaxN

AveTriE

m
mm DelayCLcfWaTimeDmtIntLcfInt

]/][[][ MaxNDelayCWaTimeDmtLcfAveTriEIntm 

attackers. Over the past two years, there has been
an increase in the technology, diversity, and
sophistication of these attacks in response to
increased user awareness and countermeasures, in
order to maintain profitability; thus users are
becoming more victims even if they are aware of the
presence of these attackers.  In order to control the
incidence and profitability of attacks, this issue must
be addressed.

This paper have analyzed the issues involving a
secured system, what constitute an attack that is
viable to the attacker was analyzed, the value of the
attackers productivity or success rate has it relates
the attacks based on the user interface domain, how
the results of productivity can be identified, classified,
evaluated. In order to understand these issues
involving the user/user interface, attacks and the
attackers, a mathematical model was formulated.

The analysis showed that an attack is unproductive
if the cost of attack H

ca
 is more than the value of

user resource P
ev

. Also an attack on a user is
productive if the cost of attacking the user is less
than the value of the attack. For a user to be declared
completely attacked, then the level of productive
attack should continue indefinitely.  For every
activities performed in the system, the time frame
T

M
 must be taken into consideration and the cost of

attack H
ca.

 It is believe that these models proposed
will be useful in other areas of research and that more
components of the cost of attack can be identified
and explain. It can also be applied to determine the
resources that are of use to an attacker, how he might
use them, how much they will reduce his cost of
attack, and how that value to him may be limited or
reduced. All of this needs to be rigorously and
completely described mathematically.
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